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THEME: “THINK BEFORE YOU CLICK” 

Be alert of Fraud Scams in the festive season. 

PHISHING  

Fraudsters send spam emails which will direct users to a spoofed website, which is a 

site designed to deceive users into thinking that it is legitimate. Once on the  spoofed 

website, the user is lured to verify or update personal details or other sensitive financial 

information. The spoofed website will look almost identical to that of a legitimate or a 

well-known financial institution or online merchant. The intention of the fraudsters is to 

is to trick the recipient into disclosing their personal information which once 

compromised, could be used to commit fraud against the recipient.  

Safety Tips 

 Do not click on links, icons or attachments in unsolicited e-mails or text messages. Do 

not reply to these requests. Delete them immediately.  

 Do not believe the content of unsolicited emails blindly.  

 If you think that you might have compromised yourself, contact your bank immediately.  

 

 

PROOF OF PAYMENT SCAM 

Fraudsters send you a fake payment confirmation to trick you into believing that a payment 

has been deposited into your account so that you release goods/services to them, or 

They ask you to return incorrect payment or overpayment by producing fake proof of payment 

to trick you into believing that the payment was made. 

Safety tips 

 Never rely on proof of payment alone, always confirm a payment with the bank. 

 No “refund” should be made without first verifying with the Bank that the deposit that 

has been made into your account is indeed valid. 
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 Wait for all payments to first be cleared in the bank account before releasing the goods 

and providing the service. 

 

 

CHANGE OF BANK ACCOUNT DETAILS SCAM  

Fraudsters assume the identity of a supplier. They call or send an email with a confirmation 

letter to the targeted business, requesting that all future payments be made into a new 

account, purported to be of the supplier. The new banking details would be for an account 

under the control of the fraudster. 

Safety Tips 

 When informed of a change of banking details by your supplier, verify with your known 

contacts and do not take instructions from staff at the supplier who are not known to 

you.  

 Never act on an email notifying you of a change in banking details of suppliers 

without verifying from a known contact. 

 

 Instruct staff with the responsibility for paying invoices to scrutinize invoices for 

irregularities and escalating suspicions to a known contact. 

 Ensure that your company’s private information is not disclosed to third parties, who 

are not entitled to receive it, or third parties whose identities cannot be rightfully 

verified.  

 Rather shred your business and suppliers invoices or any communication material that 

may contain letterheads than to discard in rubbish bins.  

 

 


